
Protecting your network, one host at 
a time
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What is OSSEC? 

Host-Based Intrusion 
Detection System

Log Analyzer

File Integrity Monitor

Rootkit Detector
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File Integrity Monitor
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F R E E
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Log Analysis

Real Time

Regular Expression 
Engine

Level-Based Alerts

Rules Inheritance
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Active Response

Programmable 
Response

Timeout Escalation

If you can script it, it 
can do it

Whitelists
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File Integrity Monitor 

Multiple Checks

SHA1 / MD5 Hash

File Size

Permissions

Group / Owner

Can be realtime (No Windows)
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Rootkit Detection

Periodic Scanning

Database of common 
files and trojans

/dev scanning

Hidden port scanning

Hidden Process 
Scanning

Filesystem Scanning

“Unusual” Files

Permissions 
Problems

Root owns, 
others write
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Did I mention it’s FREE?
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Questions?
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